
SafeQ Disclosures 
Version 6 

 

Environment: 
- VERS_PUBLIC=YSoft SafeQ 6, CODE_NAME=Build 53, VERS_MAJOR=D, 

VERS_MINOR=0, VERS_PATCH=53 
 

Findings: 
1. CVE-2022-23862: Local Privilege Escalation via 

Unauthenticated JMX 
 
Description: 
The SafeQ JMX service running on port 9696 is vulnerable to JMX MLet1 attacks. Because the 
service did not enforce authentication and was running under the “NT Authority\System” 
user, we were able to use the vulnerability to execute arbitrary code and elevate to the 
system user. 
 
Proof of Concept: 
In order to exploit this vulnerability, we have forwarded the vulnerable JMX port 9696, and 
RMI port 9002 to the attacker machine, as these ports only listen on the Loopback interface. 
 
Note: It is possible to exploit this vulnerability without requiring port-forwarding by running 
the JConsole and/or JMX exploitation tools directly on the target machine. 
 
Once forwarded we can use Nmap in order to verify that the ports are indeed JMX/RMI 
ports: 

 
 
  

 
1 https://mogwailabs.de/en/blog/2019/04/attacking-rmi-based-jmx-services/ 



We can also use JConsole in order to view service parameters and execute exposed Java 
MBean Functions: 

 
 
In order to automate the exploitation process and obtain arbitrary command execution, we 
used “mjet2”: 

 
 
Note: When using mjet with a port forwarding setup, we will also need to forward the 
attacker port 8000 to the victim in order to serve the payload. 
 
  

 
2 https://github.com/mogwailabs/mjet 



With the malicious MBean installed we can now execute arbitrary system commands on the 
target server: 

 


